» + CENGAGE

SHELLY CASHMAN SERIES

12™ EDITION

SYSTEMS
ANALYSIS
. DESIGN

SCOTT TILLEY




SHELLY CASHMAN SERIE

SYSTEMS
ANALYSIS
DESIGN

if nglj'ii

¢

»
CENGAGE

SCOTT TILLEY




This is an electronic version of the print textbook, Due to electronic rights restrictions,
some third party content may be suppressed. Editorial review has deemed that any suppressed
content does not materially affect the overall learning experience. The publisher reserves the right
to remove content from this title at any time if subsequent rights restrictions require it. For
viluable information on pricing, previous editions, changes to current editions, and alternate
formats, please visit www.cengage.com/highered 1o search by ISBN#, author, title, or keyword for

materials in your areas of interest.

Important Notice: Media content referenced within the product description or the product
text may not be available in the eBook version.

[m*mfwmMh”hﬂwh-lhw'-lt—it-m-lhhn-” [hae b rbacerwns Faghs, swons ISl its Comwwrd akey e capiaeaes! froes B o Bevl sslios o Tagerad
Bdow s swvais b shovmmnd il s sagpeevand comnerd e sl mienalh ot e ceorell eemeee i mage Loammg o g b e A i a8 W o e e g Pl e g W




. * CENGAGE

Systems Analysis and Design, Twelfth Edition
Scott Tilley

SVP. Higher Education Product Management:
Erin joyner

VP. Product Management: Mike Schenk

Product Director: Lauren Murphy

Product Team Manager: Kristin McNary

Praduct Manager: Jaymie Falconi

Product Assistant: Anna Goulart

Director, Learning Design: Rebecca von Glllern

Senior Manager, Learning Design: Leigh Hefferon

Learning Designer: Emily Pope

Vice President, Marketing - Science, Technology,
& Math: Jason Sakos

Senior Marketing Director; Michele McTighe

Executive Marketing Manager: Cassie Cloutler

Product Specialist: Mackenzie Paine

Director, Content Creation; |uliet Stelner

Senior Manager, Content Creation: Patty Stephan

Content Manager: Michele Stulga

Technical Editor: john Freitas

Director, Digital Production Services:
Krista Kellman

Digital Delivery Lead: justin Maniaci

Designer: Lizz Anderson

Production Service/Composition: Lumina
Datamatics, Lid,

Cover image: iStock.com/Nongkran_ch

© 2020, 2017 Cengage Learning. Inc.
Uniless otherwise noted, all content is © Cengage.

WCN: 02-300

ALL RIGHTS RESERVED. No part of this work covered by the copyright
herein may be reproduced or distributed in any form or by any means,
except as permitted by U.5. copyright law, without the prior written
permission of the copyright owner,

For product information and technology assistance, contact us at
Cengage Customer & Sales Support, 1-800-354-9706 or

support.cengage.com.
For permission to use material from this text or product,
submit all requests online at www.cengage.com/permissions.

Library of Congress Control Number: PCN to come,
ISBM: §78-0-357-11781-1

20 Channel Center Street
Boston, MA 02210
LISA,

Cengage is a leading provider of customized learning solutions with
employees residing in nearly 40 different countries and sales in more
than 125 countries amund the world. Find your local representative at
Www.cengage.com.

Cengage products are represented in Canada by Nelson Education, Ltd.

To learn more about Cengage platforms and services, register or access
your online learning solution, or purchase materials for your course, visit
WI‘II.

MNotice to the Reader

Publisher does nol warrant or guarantee any of the products described herein or perform any independent analysis in connection with
any of the product information contained herein, Publisher does not assume, and expressly disclaims, any obligation to obtain and
include information other than that provided to it by the manufacturer. The reader is expressly wamed to consider and adopt all safety
precautions that might be indicated by the activities described herein and to avoid all potential hazards. By following the instructions
contained herein, the reader willingly assumes all risks in connection with such instructions. The publisher makes no representations or
warranties of any kind, including but not limited to, the warranties of fitness for particular purpose or merchantability, nor are any such
representations implied with respect to the material set farth herein, and the publisher takes no responsibility with respect to such
material. The publisher shall not be liable for any specal, consequential, or exemplary damages resulting, in whole or part, from the

readers’ use of, or rellance upon, this material,

Printed in the United States of America
Print Number: 01 Print Year: 2019

Copsright X000 C rmpegr | rarhing. Mmmh’-h“t—i-hﬁlﬂlﬁwnﬂ Ihrhm g, o W Ty bl R by st o e e Bl ewbios o Sugaen i
Eabiomesd a1 acs b shermmsl it an stgpbesid cornnd doe mll mber il fiod e sl reey s g A ek el o i e Wi ] e i s Fo e g




DEDICATION

To all of my students — past, present, and future

Coprrighn Y00 0 rmpage Lowmag AN Righes Rewrvod iy me b copand wommed or daplasied @ whule or o part. Dar s et riphin, sy dund parts corkom mwy Ty sippreed b e cBoad sl o g ol

e R i |l ey saqperend comiom doe i el st S ol wafey e U chagr Lesfig feuenods e Al b st abbaonsd catus 8 sy mme il sl ol dosin loms g 4



Crapretigle X000 Cempags Losrneng AN Bagins Memrrvend Slay s by copuenl. wosmmedd. o doplrsed @ whele or m pors. Dee i clecirmss: righn, woer hand party orsiess s b sgyweuld bees e el b o Tuguen o0
it el pr e B dirsied et 0y sl e e fes meserially st e omeraldl batesy cofeiict s Uiy Loahng feee o et i e i sk vt e & s2y Gne @ sshasgerl cofiis e tane s @



v

BRIEF CONTENTS

PHASE |:SYSTEMS PLANNING 001
Chapter | Introduction to Systems Analysis and Design 002
Chapter 2 Analyzing the Business Case (044
Chapter 3 Managing Systems Projects 074

PHASE 2: SYSTEMS ANALYSIS 103
Chapter 4 Recquirements Engineering 104
Chapter 5 Data and Process Modeling 144
Chapter 6 Object Modeling 180
Chapter 7 Development Strategies 200

PHASE 3:SYSTEMS DESIGN 227
Chapter 8 User Interface Design 228
Chapter 9 Data Design 268
Chapter 10 System Architecture 316

PHASE 4:SYSTEMS IMPLEMENTATION 351
Chapter || Managing Systems Implementation 352

PHASE 5:SYSTEMS SUPPORT AND SECURITY 399
Chapter 12 Managing Systems Support and Security 400
Glossary 453

Index 471

Coprnphs S00 0 regayge | cormsag AN Mg Bewrvm] Ala)y oo b cogand <] or dupls sied = whvole or w pan Due e clevimms npien. some Sand party oo me) S agpresesd b il ook sl & Tugnen o
bdiwtaad vy s Wi dirme Wl 0 s YPTesn] omem s mY rmsirally $Flect T ovrval] ey suporwss. Ursrapy Lesrmp s e gl b sl ahliesisl (omnw @ oy om0 ssvidgaad ngiits Ssin s seopary



vi

TABLE OF CONTENTS

PHASE |:SYSTEMS PLANNING s o o 11:
1.9.1 &
1.92 Knowledge, Skills, and Education 29
1.9.3 Certification 3l
1.9.4 Career Opportunities 12
- . 1.9.5 Trends in Information Technology 13
I
Lr:}tgogggiuon to Systems Analysis P Wowi it s
gn 1.10 Summary i5
Learning Objectives 2 KeyTerms 17
1.1 Information Technology 3  Exercises 42
1.1.1 The Changing Mature of Information Technology 3
1.1.2 Systems Analysis and Design 4
1.1.3 What Does a Systems Analyst Dol 4 Chapter 2
1.2 Information Systems 4
1.2.1 Hardware 5 H 1
121 M : Analyzing the Business Case
1.2.3 Data 6
194 Procsssil 7 Learning Objectives 44
1.2.5 People 7 2.1 Strategic Planning 45
Case in Point |.1: Data Breaches 8 2.1.1 Strategic Planning Overview 45
1.3 Internet Business Strategies 8 Case in Point 2.1: Pets for Rent 45
1.3.1 The Internet Model 8 21.2 SWOT Analysis 45
1.3.2 B2C (Business-to-Consumer) B 2.1.3 The Role of the |T Department 46
1.3.3 B2B (Business-to-Business) ¥ 2.2 Strategic Planning Tools 47
.4 Modeling Business Operations 9 2.3 The Business Case 47
1.5 Business Information Systems I 2.4 Systems Requests 49
L&) St C,,““‘“““.“i || 2.5 Factors Affecting Systems Projects 50
153 Business S 12 15.1 Internal Factors 50
152 BExternal Factors 52
.54 Knowledge Management 13
1.5.5 User Productivity 14 2.6 Processing Systems Requests 54
1.5.6 Digital Assistants 15 16.1 Systems Request Forms 54
1.5.7 Systems Integration 15 262 Systemns Reguest Tools 54
Case in Point 1.2: Autonomous Vehicles I5 163 Systems Review Committee 4
1.6 O izational Information Models 16 Case in Point 2.2: Attaway Airlines, Part One 55
1.6.1 Functions and Organizational Levels 16 2.7 Assessing Request Feasibility 56
162 Top Managers 16 2.7.1 Feasibilicy Studies 56
1.6.3 Middle Managers and Knowledge Workers 17 2171 Operational Feasibility 57
1.64 Supervisors and Team Leaders 17 2.7.3 Economic Feasibility 57
165 Operational Employees 17 274 Technical Feasibility k8
iy Devel - 07 275 Schedule Feasibility 58
1.7.2 Object-Oriented Analysis 21 28.1 Dynamic Priorities 59
173 Agile Methods 7 282 Factors That Affect Priority 59
I.7.4 Prototyping 24 183 Discretionary and Nondiscretionary Projects 60
1.7.5 Tools 24 Case in Point 1.3: Attaway Alirlines, Part Two 60
1.8 The Information Technology Department 16 2.9 The Preliminary Investigation 60
1.8.1 Application Development 27 2.9.1 Planning the Preliminary Investigation 6l
Case in Point 1.3: Global Hotels and Momma's Motels 27 192 Performing the Preliminary Investigation 61
1.8.2 Systems Support and Security 27 293 Summarizing the Preliminary Investigation 68
1.8.3 User Support 28 A Question of Ethics 69
|.84 Dambase Administration 28
1.8.5 Network Administration s =M Sunuimry “
1.8.6 Web Support 28 Key Terms 70
1. 8.7 Quality Assurance (QA) 28 Exarciies 72

Coprragts. 00 rapage Leassy AN Bges Bearimd Moy bt S cogend. soamnsd o daplaciield 1w lboke on w pord Diae b eleomoes gt s hand pas comierd sy b aoppeesed e e cflosd sl t o L
Fabtrrnsl brn e B (e wil that e agepersaid coamann deps B mntamalh Ao D ol ey cyerses omgogy Leamm g mowmios du g b omees bl et oot sl o e i g nghts sesin. e soge ¢



Table of Contents

Managing Systems Projects

Learning Objectives
3.1 Overview of Project Management
3.0.1 What Shapes a Project!
3.1.2 What Is a Project Triangle!
3.1.3 What Does a Project Manager Do/
3.2 Creating a Work Breakdown Structure
321 Gantx Charts
3.2.2 PERT/CPM Charts
3.2.3 Identifying Tasks in a Work Breakdown Structure
Case in Point 3.1: Sunrise Software
3.24 Factors Affecting Duration
3.15 Displaying the Work Breakdown Structure

3.3 Task Patterns
3.3.1 Using Task Boxes to Create a Model
3.32 Task Pattern Types
3.3.3 Working with Complex Task Patterns

Case in Point 3.2: Parallel Services
3.4 The Critical Path
34.] Calculating the Critical Path

3.5 Project Monitoring and Control
3.5.1 Monitoring and Control Techniques
3.5.2 Maintaining a Schedule
3.5.3 Tasks and the Critical Path

3.6 Reporting

3.6.1 Project Status Meetings

362 Project Scatus Reports
3.6.3 Dealing with Problems

1.7 Project Management Software
1.8 Risk Management
1.9 Managing for Success

Case in Point 3.3: Just-in-Time Software
3191 Business lisues

3192 Budget lssues
3193 Schedule lssues

A Question of Ethics
310 Summary

Key Terms

Exercises

PHASE 2 : SYSTEMS ANALYSIS

Chapter 4

Requirements Engineering

Learning Objectives

4.1 System Requirements

4.1.1 Types of Requirements
4.1.2 Requirements Challenges

4.1.3 Additional Considerations

4.2 Team-Based Techniques
421 joint Application Development
Case in Point 4.1: North Hills College

74

75
75
75
76

76
76
77
78

80
BO
Bl

82
821
83

84
85

85
85

87
87
87
a7

87
88
B8

88
89
93
94

95
95
95
96

96
96
98
100

104

105
105
106
107

108
109

1

422 Rapid Application Development
413 Agile Methods

4.3 Gathering Requirements

4.4 Gathering Requirements Through Interviews
44.1 The Inverview Process

4.5 Gathering Requirements Using Other
Techniques

45.1 Document Review
453 Observation

453 Questonnaires and Surveys
454 Interviews Versus Questionnaires

455 Brainstorming

4.5.6 Sampling
457 Research

Case in Point 4.2: CyberStuff
4.6 Gathering Requirements in Agile Projects

4.7 Representing Requirements
4.7.1 Matural Language

Case in Point 4.3: Digital Pen Transcription
4.7.2 Diagrams
4.7.3 Models

4.8 Validating and Verifying Requirements
4.9 Tools

A Question of Ethics

4.10 Summary

Key Terms

Exercises

Chapter 5

Data and Process Modeling

Learning Objectives
5.1 Logical Versus Physical Models
5.2 Data Flow Diagrams

5.3 Data Flow Diagram Symbols
5.3.1 Process Symbols
5.3.2 Data Flow Symbols
5.3.3 Dama Store Symbols

5.3.4 Entity Symbols

5.3.5 Using DFD Symbols
5.4 Drawing Data Flow Diagrams
5.5 Drawing a Context Diagram
5.6 Drawing a Diagram 0 DFD
5.7 Drawing Lower-Level DFDs
Case in Point 5.1: Big Ten University

5.8 Data Dictionary
58.1 Documenting the Data Elements
582 Documenting the Data Flows
5.83 Documenting the Data Stores
584 Documenting the Processes
585 Documenting the Entities
586 Documenting the Records
58.7 Dan Dictionary Reports

5.9 Process Description Tools in Modular Design

5.9.1 Process Descriptions in Object-Orniented Development
5.9.2 Modular Design

Coprnphs S00 0 regayge | cormsag AN Mg Bewrvm] Ala)y oo b cogand <] or dupls sied = whvole or w pan Due e clevimms npien. some Sand party oo me) S agpresesd b il ook sl & Tugnen o
Latiwtuad vy s Wi i) ol ey saqyevesn o dhars o sl sflen e vl ey suporems. Urspape Lesremp s B nghl b somwsyd ahlte sl oERTY @ iy D 0 st T T e Sy

i
i3

14

1é
g1

121
122
122
123
124
125
125
126

127
127

128
128

129
129
131

133
134
137
137
139
142

144
145
145

146
147
147
149
151
152

152
154
I55
158
163

164
164
165
166
167
167
167
168

169
169
169



viii Table of Contents

5.9.3 Structured English 170 7.3.4 Customizing a Software Package 206
594 Decision Tables 170 7.3.5 Creating User Applications 07
Case in Point 5.2: Rock Solid Outfitters (Part 1) 174 Case in Point 7.1: Doug's Sporting Goods 208
595 Decision Trees 175 7.4 Duﬁnur:inl 208
Case in Point 5.3: Rock Solid Outfitters (Part 1) I175 74.1 The Growth of Qutsourcing 208
Q 742 Qutsourcing Fees 209
A ton of Eihics 174 743 Outsourcing lssues and Concerns 210
5.10 Summary 176 7.5 Offshoring 210
Woy ™ i Case in Point 7.1: Turnkey Services 211
C 177 7.6 Software as a Service 211
1.7 Selecting a Development Strategy 211
Chapter 6 7.7.1 The Systems Analyst’s Role 212
7.7.1 Analyzing Cost and Benefits 212
Obiect MDdEliﬂg 7.7.3 Cost-Benefit Analysis Checklist 213
Case in Point 7.3: Sterling Associates 214
Learning Objectives 180 7.8 The Software Acquisition Process 214
6.1 Object-Oriented Analysis 181 Step |:Evaluate the Information System Requirements 214
A f Step Z: Identify Potential Vendors or Outsourcing Options 216
Case in Point 6.1: TravelBiz 181 Step 3: Evaluate the Alternatives 217
6.2 Objects I8l Step 4: Perform Cost-Benefit Analysis 219
T A, o 7 :t;p " P:P::. :;mmm'immm sis Task :lI:
A ompletion ystems 5 s
6.4 Methods 183 7.9.1 System Requirements Document 219
6.5 Messages 183 7.9.2 Presentation to Management 220
6.6 Classes 184 7.9.3 Transition to Systems Design 221
6.7 Relationships Among Objects and Classes 186 A Question of Ethics 222
6.8 The Unified Modeling Language (UML) ig7  7-10 Summary m
68.1 Use Case Modeling 187 Key Terms 124
682 Use Case Diagrams 189 Eenrclies 226
Case in Point 6.2: Hilltop Motors 189
683 Clss Dagrams %  PHASE 3 :SYSTEMS DESIGN
Case in Point 6.3: Train the Trainers, Inc. 191
684 Sequence Diagrams 192
685 Scate Transition Diagrams CERCh apter 8
686 Activity Diagrams 193
68.7 Business Process Modeli 154 .
calasss User Interface Design
6.9 Tools 195
A Question of Ethics 195  Learning Objectives 228
6.10 Summary 195 8.1 User Interfaces 229
Key Terms 197 8.2 Human-Computer Interaction 230
Exercises 199 Case in Point B.1: Casual Observer Software 231
8.3 Seven Habits of Successful Interface Designers 232
B.3.1 Understand the Business 232
Ch apte r 7 8.3.2 Maximize Graphical Effectiveness 232
? 8.3.3 Think like a User 2313
Development Strategies 8.3.4 Use Models and Prototypes 233
B.3.5 Focus on Usabilicy 33
8.3.6 Invite Feedback 233
Laarning Ohjectives e 837 Document Everything 234
L D""’“Iﬂ““‘w:"“' Wab-Bated Spetare 501 84 Guidelines for User Interface Design 234
7 Iﬁr:dpmn:J“D | Sdonal B4.1 Create an Interface That Is Easy to Learn and Use 234
iy - mlppmrxt 1.5 SRCHDN e BA42 Enhance User Productivity 235
development environment 101 843 Provide Flexibility 136
7.12 Mbl-aaud wam In a web-based systems e 844 Provide Users with Help and Feedback 236
SO SN 845 Create an Attractive Layout and Design 137
7.2 Evolving Trends 202 8.4.6 Enhance the Interface 238
B 84.7 Focus on Data Entry Screens 240
I.]T:ll Hr-::::; mwmm Options 21':: B48 Use Validation Rules 243
732 Developing Software In-House 204 8.49 Manage Data Effectively 245

Coprragts. 00 rapage Leassy AN Bges Bearimd Moy bt S cogend. soamnsd o daplaciield 1w lboke on w pord Diae b eleomoes gt s hand pas comierd sy b aoppeesed e e cflosd sl t o L
Falbtrwusl wrv s B dinmsd that @ wpepeceaid o oranl s 5 mdomally dio e mosll e sypererey D omgaps Leamm g mogroas dal fps b ime=s sl cortent of mre wms J albscgec nghts sfsin e s ©



Table of Contents ix
Case in Point 8.1: Boolean Toys 146 Case in Point 9.3: Madera Tools 300
8.5 Source Document and Form Design 246 9.8 Data Storage and Access 3ol
98.1 Tools and Techniques 301
W BV Outpe o 9.8.2 Logical Versus Physical Storage 302
8.6.1 Report Design 248 983 Data Codi 303
8.6.2 Report Design Principles 248 : ta Coding
8.6.3 Types of Reports 250 9.9 Data Control 305
Case in Point 8.3: Lazy Eddie 151 A Question of Ethics 306
8.7 Technology Issues 151 9.10 Summary 306
8.7.1 Output Technology 252
8.7.2 Input Technology %d Wy tuem .
8.8 Security and Control Issues gug R "e
8.8.1 Output Security and Control 255
BB2 Input Security and Control 256
8.9 Emerging Trends 257 Ch EI'F’ter‘. I 0
8.9.1 Modular Design 257 "
8.9.2 Responsive Web Design 258 S)fStEITI Architecture
893 Prototyping 258
A Question of Ethics 260 Learning Objectives Jlé
8.10 Summary 260 lﬂ.lluﬁ:goite:tuu Checklist Je .'ill':r
WL rporate Organization and Culture I
Key Terms 262 10.1.2 Enterprise Resource Planning (ERP) 317
Exercises 266 10.1.3 Initial Cost and TCO il8
10.1.4 Scalability 319
10.1.5 Web Integration 319
Cha.pter 9 10.1.6 Legacy Systems 119
10.1.7 Processing Options 320
¥ 10.1.8 Security lssues 320
Data Demgn 10.1.9 Corporate Portals 320
Case in Point 10.1: ABC Systems 311
TAMTNG Wt 268 0.2 The Evolution of System Architecture 321
9.1 Data Design Concepts 269 10.2.1 Mainframe Architecture 321
9.1.1 Data Structures 269 10.2.2 Impact of the Personal Computer m
9.1.2 Mario and Danica: A Data Design Example 269 10.2.3 Network Evolution n
9.1.3 Danbase Management Systems 271 10.3 Client/S Archi 3723
9.2 DBMS Components 1721 103.1 The Client’s Role 324
9.2.| Interfaces for Users, Daabase Administrators, and 10.3.2 Client/Server Tiers 325
Related Systemns 273 10.3.3 Middieware 326
921 Scherma 273 10.3.4 Cost-Benefit lssues 326
9.2.3 Physical Dara Repository 273 10.3.5 Performance lssues 327
9.3 Web-Based Design 274  10.4 The Impact of the Internet 327
9.4 Data Design Terms 275 104.1 Internet-Based mm" 328
9.4.1 Definitions 275 1042 Cloud Computing 328
942 Key Fields 276 1043 Web 2.0 129
9.4.3 Referential Integrity 279 10.5 E-Commerce Architecture 329
9.5 Entity-Relationship Diagrams 280 V031 hwisonns Soksons 330
9.5.1 Drawing an ERD 280 1052 Paciaged Suhuions B
9.5.2 Types of Relationships 280 FOAS Sanics Priiies -
9.5.3 Cardinalicy 283  Case in Point 10.2: Small Potatoes 332
Case in Point 9.1: TopText Publishing 2184 10.6 Processing Methods 3132
9.6 Data Normalization 284 10.6.1 Online Processing i
9.6.1 Standard Notation Format 285 1062 Batch Processing 333
9.6.2 First Normal Form 286 1063 Bample 3
9.6.3 Second Normal Form 187  10.7 Network Models 334
9.64 Third Normal Form 290 10.7.1 The OS5l Model 334
Case in Point 9.2: CyberToys 291 10.7.2 Network Topology 335
9.7 Codes 297 10.8 Wireless Networks 338
9.7.1 Overview of Codes 297 108.1 Sanderds 338
9.7.2 Types of Codes 298 10.8.2 Topologies 339
9.7.3 Designing Codes 299 10.8.3 Trends 339

Coprnphs S00 0 regayge | cormsag AN Mg Bewrvm] Ala)y oo b cogand <] or dupls sied = whvole or w pan Due e clevimms npien. some Sand party oo me) S agpresesd b il ook sl & Tugnen o
badiwtaal vy s Wi dirmed Wl ey gy esnd o e o el sl e vl warmrg sporEm Crazspe Lesemp mogrvrs e gl b aomsesod adibte st comtn & sty nmes ol ssbnagrarnd s nosin lams spopars A




Table of Contents

Case in Point 10.3: Spider IT Services

10.9 Systems Design Completion
10.9.1 System Design Specification

109.2 User Approval
10.9.3 Presentations

A Question of Ethics
10.10 Summary
Key Terms

Exercises

PHASE 4 : SYSTEMS
IMPLEMENTATION

Learning Objectives

1.1 Quality Assurance
1111 Sofeware Engineering

11.1.2 Systems Engineering
1113 International Organization for Standardization

11.2 Application Development

11.2.1 Review the System Design
11.2.2 Application Development Tasks

11.2.3 Systems Development Tools

11.3 Structured Development
11.3.1 Structure Charts
11.3.2 Cohesion and Coupling
11.3.3 Drawing a Structure Chart

I1.4 Object-Oriented Development
11.4.1 Characteristics of Object-Oriented Development

11.42 Implementation of Object-Oriented Designs
11.4.3 Object-Oriented Cohesion and Coupling

11.5 Agile Development

11.5.1 Extreme Programming
11.5.2 User Stories

1153 lterations and Releases
11.6 Coding

11.7 Testing
11.7.1 Unit Testing
11.7.2 Integration Testing
11.7.3 System Testing

Case in Point 11.]: Your Move, Inc.

11.8 Documentation
11.8.1 Program Documentation
11.82 System Documentation
11,83 Operations Documentation
11.84 User Documentation
11.85 Online Documentation

1.9 Installation
11.9.1 Operational and Test Environments
11.9.2 System Changeover

340

341
34|
342
342

343
343
346
350

Managing Systems Implementation

352

353
353
353
355

356
356
356
57

359

36l
361

364
365

367

359
369

369

370
370
mn
72

373

373
374
374
375

375
376

378
i78
379

Case in Point | 1.2: Global Cooling
11.9.3 Daa Conversion
11.9.4 Training
1195 Post-Implementation Tasks

Case in Point | 1.3: Yorktown Industries
A Question of Ethics

11.10 Summary

Key Terms

Exercises

PHASE 5 :SYSTEMS SUPPORT
AND SECURITY

Managing Systems Support
and Security

Learning Objectives

12.1 User Support
12.1.1 User Training

12.1.2 Help Desks
12.1.3 Outsourcing lssues

12.2 Maintenance Tasks
12.2.1 Types of Maintenance
12.2.2 Corrective Maintenance
12.2.3 Adapuive Maintenance
1224 Perfective Maintenance
1225 Preventive Maintenance
Case in Point 12.1: Outback Outsourcing, Inc.

12.3 Maintenance Management
123.1 The Maintenance Team
123.2 Maintenance Requests
12.3.3 Establishing Priorities
12.3.4 Configuration Management
1235 Maintenance Releases
1236 Version Control
123.7 Baselines

12.4 System Performance Management
124.1 Fault Management
1242 Performance and Workdoad Measurement
12.4.3 Capacity Planning

12.5 System Security
125.1 System Security Concepts
1252 Risk Management
125.3 Attacker Profiles and Artacks

12.6 Security Levels
|2.6.1 Physical Security

Case in Point 12.2: Outer Banks County
12.6.2 Network Security
12.6.3 Application Security
12.6.4 File Security
12.65 User Security
|2.6.6 Procedural Security

400
401

Coprragts. 00 rapage Leassy AN Bges Bearimd Moy bt S cogend. soamnsd o daplaciield 1w lboke on w pord Diae b eleomoes gt s hand pas comierd sy b aoppeesed e e cflosd sl t o L
Fabtrrnsl brn e B (e wil that e agepersaid coamann deps B mntamalh Ao D ol ey cyerses omgogy Leamm g mowmios du g b omees bl et oot sl o e i g nghts sesin. e soge ¢



Table of Contents xi

Case in Point 12.3: Chain Link Consulting, Inc. 434 1294 Critical Thinking Skills 441
12.7 Backup and Recovery 435 1295 Cyberethics 442
12.7.1 Global Terrorism 435 A Question of Ethics 443
127.2 Backup Policies 435 12.10 Summary 443
12.7.3 Business Continuity lssues 436 T 46
12.8 System Retirement iyy ey heee A
12.9 Future Challenges and Opportunities 438
12.9.1 Trends and Predictions 438  Glossary 453
129.2 Strategic Planning for IT Professionals 440 Index 471
129.3 IT Credentials and Certification 44|

Coprnphs S00 0 regayge | cormsag AN Mg Bewrvm] Ala)y oo b cogand <] or dupls sied = whvole or w pan Due e clevimms npien. some Sand party oo me) S agpresesd b il ook sl & Tugnen o
Latiwtuad vy s Wi i) ol ey saqpyPvesnd coman chars o sl sflen e vl ey suporems. Urspspe Lesrrmp s B gl b eomwsyd sl coswre @ sy ome A i FphiTe Tl Ve Spamary A



Crapretigle X000 Cempags Losrneng AN Bagins Memrrvend Slay s by copuenl. wosmmedd. o doplrsed @ whele or m pors. Dee i clecirmss: righn, woer hand party orsiess s b sgyweuld bees e el b o Tuguen o0
it el pr e B dirsied et 0y sl e e fes meserially st e omeraldl batesy cofeiict s Uiy Loahng feee o et i e i sk vt e & s2y Gne @ sshasgerl cofiis e tane s @



PREFACE

The Shelly Cashman Series® offers the finest texts in computer education. We are
proud that our previous editions of Systems Analysis and Design have been so well
received by instructors and students. Systems Analysis and Design, 12th edition
continues with the innovation, quality, and reliability you have come to expect.

The Shelly Cashman Series development team carefully reviewed our pedagogy and
analyzed its effectiveness in teaching roday’s student. Contemporary students read less
but need to retain more. As they develop and perform skills, students must know how to
apply the skills to different sertings. Today’s students need to be continually engaged and
challenged to retain what they're learning. With this book, we continue our commitment
to focusing on the user and how they learn best.

Facing a challenging global marketplace, companies need strong I'T resources to sur-
vive and compete effectively. Many of today’s students will become the systems analysts,
managers, and 1T professionals of tomorrow. This text will help prepare them for those
roles.

Overview

Systems Analysis and Design, 12th edition offers a practical, streamlined, and
updated approach to information systems development. Systems analysis and design is a
disciplined process for creating high-quality enterprise information systems. An informa-
tion system is an amalgam of people, data, and technology to provide support for busi-
ness functions. As technology evolves, so does systems analysis. The book emphasizes
the role of the systems analyst in a dynamic, business-related environment. A systems
analyst is a valued team member who helps plan, develop, and maintain information
systems. Analysts must be excellent communicators with strong analytical and critical
thinking skills. They must also be business savvy, technically competent, and be equally
comfortable working with managers and programmers. Throughout the book, real-
world examples emphasize critical thinking and IT skills.

Many two- and four-year colleges and schools use this book in information systems
and computer science curriculums, The 12th edition includes expanded coverage of
emerging technologies, such as agile methods, cloud computing, and mobile applica-
tions. This new material complements the updated treatment of traditional approaches
to systems analysis and design.

Using this book, students learn how to translate business requirements into informa-
tion systems that support a company’s strategic objectives. Case studies and assignments
teach analytical reasoning, critical thinking, and problem-solving skills. Numerous proj-
ects, assignments, and end-of-chapter exercises are provided, along with detailed instruc-
tor support material.

Objectives of This Text

Systems Analysis and Design, 12th edition is intended for a three credit-hour introduc-
tory systems analysis and design course. This text is designed to:

* explain systems analysis and design using an appealing full-color format, numerous
screenshots and illustrations, and an easy-to-read style that invites students to learn.

e introduce project management concepts early in the systems development process.

» challenge students with a Question of Ethics mini-case in each chapter that asks
them to respond to real-life ethical issues in an IT environment.
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Preface

provide multi-method coverage, including a comparison of structured, object-
oriented, and agile systems development methods.

explain how IT supports business requirements in today’s intensely competitive envi-
ronment, and

describe major IT developments and trends.

New and Updated Features in This Edition

Systems Analysis and Design, 12th edition offers these exciting new and updated
fearures:

Reexamined structure and subject coverage to ensure students can identify and focus
on the main content readily. Confirmed that related content has been aligned under
comprehensive section headings to maintain a clear flow of topics and reduce dis-
traction,

A renewed emphasis on aligning learning objectives with chapter content and assess-
ments. The learning objectives have been updated and carefully reworded so that
instructors know what to focus on, and students know what is expected of them.
The questions, discussion topics, and projects have all been updated to better assess
student mastery of the material.

Updated or replaced many Case in Point mini-cases to ensure learners are exposed to
relevant and current examples of real-world business applications of key concepts.

Updated examples of CASE tools reflecting web-based and/or open source offerings.
These tools are often free and are representative of modern systems analysis
solutions.

Updated screenshots to Microsoft Office 2019 products and Visible Analyst 2016.

Organization of This Text

Systems Analysis and Design, 12th edition contains 12 chapters that teach valuable
cross-functional skills, The chapters are organized into five phases: planning, analysis,
design, implementation, and support and security. A four-part Systems Analyst’s Toolkit,
now available as an online appendix, reflects the most recent changes in today’s systems
analysis tools and also includes invaluable resources. Cross-functional toolkits provide
students with the basic skills sought after by organizations hiring systems analysts.

Phase |: Systems Planning

Chapter 1 - Introduction to Systems Analysis and Design: Chapter 1 provides an
introduction to systems analysis and design by describing the role of information
technology in today’s dynamic business environment.

Chapter 2 - Analyzing the Business Case: Chapter 2 explains how systems projects
get started and how to evaluate a project proposal to determine its feasibility.

Chapter 3 - Managing Systems Projects: Chapter 3 describes how to use project

management tools and techniques, and how to plan, schedule, monitor, and report
on IT projects.
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Phase 1: Systems Analysis

¢ Chapter 4 - Requirements Engineering: Chapter 4 describes the requirements engi-
neering process: gathering facts about a systems project, preparing documentation,
and creating models that will be used to design and develop the system.

e Chapter 5 - Data and Process Modeling: Chapter 5 discusses data and process
modeling techniques that analysts use to show how the system transforms darta into
useful information,

® Chapter 6 — Object Modeling: Chapter 6 discusses object modeling techniques that
analysts use to create a logical model.

¢ Chapter 7 = Development Strategies: Chapter 7 considers various development strat-
egies for the new system and plans for the transition to the systems design phase.

Phase 3: Systems Design

* Chapter 8 - User Interface Design: Chapter 8 explains how to design an effective
user interface and how to handle data security and control issues,

* Chapter 9 - Data Design: Chapter 9 focuses on the data design skills that are neces-
sary for a systems analyst to construct the physical model of the information system.

» Chapter 10 - System Architecture: Chapter 10 describes system architecture, which
translates the logical design of an information system into a physical blueprint.

Phase 4: Systems Implementation

» Chapter 11 - Managing Systems Implementation: Chapter 11 describes application
development, documentation, testing, training, data conversion, and system change-
over.

Phase 5: Systems Support and Security

* Chapter 12 - Managing Systems Support and Security: Chapter 12 describes systems
support and security tasks that continue throughout the useful life of the system,
including maintenance, security, backup and disaster recovery, performance measure-
ment, and system retirement.

Online Appendix: The Systems Analyst's Toolkit

e Toolkit Part A = Communication Tools: Part A of the toolkit discusses communica-
tion tools that can help the analyst write clearly, speak effectively, and deliver power-
ful presentations.

* Toolkit Part B = CASE Tools: Part B describes CASE tools that be can used to
design, construct, and document an information system.

e Toolkit Part C - Financial Analysis Tools: Part C demonstrates financial analysis
tools that can used to measure project feasibility, develop accurate cost-benefit esti-
mates, and make sound decisions.

¢ Toolkit Part D - Internet Resource Tools: Part D describes Internet resource tools
that can be used to locate information, obtain reference material, and monitor IT
trends and developments,
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xvi Features

FEATURES
CHAPTER LEARNING TOOLS AND HOW THEY WILL HELP YOU

Casc In Point: Each chapter includes three brief cases that provide a contextual business
example for students focused on the key issues covered in the chaprer.

A Question of Ethics: A realistic ethical issue is presented at the end of each chaprer.
These examples force you to examine vour reactions and how you would respond to
common workplace situations.

Chapter Exercises: The chapter exercises are directly related to the learning objectives.
Your answers to the 10 questions will show that you understand the key points, Five
discussion topics and five projects offer opportunities to dig deeper and learn even more.

MINDTAP FOR SYSTEMS ANALYSIS AND DESIGN

MindTap for Systems Analysis and Design, 12th edition is a personalized, fully online,
digital learning platform of content, assignments, and services that engages students and
encourages them to think critically while allowing instructors to easily set their course
through simple customization options.

MindTap is designed to help students master the skills they need in today’s work-
force. Research shows employers need critical thinkers, troubleshooters, and creative
problem-solvers to stay relevant in our fast paced, technology-driven world. MindTap
helps students achieve this with assignments and activities that provide hands-on prac-
tice and real-life relevance. They are guided through assignments that help them master
basic knowledge and understanding before moving on to more challenging problems.

MindTap is designed around learning objectives and provides the analytics and
reporting to easily see where the class stands in terms of progress, engagement, and
completion rates, Students can access e Book content in the MindTap Reader, which
offers highlighting, note-taking, search and audio, and mobile access. Learn more at
www.cengage.com/mindrap.

ConceptClips: ConceptClip videos focus learners on a key concept in each chapter and
arc designed to deepen their understanding of the topic.

Running Case: Based on feedback from readers and instructors, we've created a new
running case to replace the SCR Case from previous editions. The case challenges learn-
ers to apply key systems analysis and design concepts and skills to a realistic scenario
they would encounter in the workplace. The case brings the key concepts and skills of
the chapter together in an authentic assignment. The look and feel of the case tool has
also been updared to be an authentic, immersive experience for students.

INSTRUCTOR RESOURCES

We are dedicated to providing you all the tools you need to make your class a success.
Information on all supplementary materials can be found on the password-protected
website at login.cengage.com. If you need help accessing this page, please contact your
Cengage representative.

The Instructor Resources include the following:

* Online Appendix: The Systems Analyst’s Toolkit: A 4-part online appendix reflects
the most recent changes in today’s systems analysis tools.

Copyrighe 000U ompagy Losnag AN R Rewriod blay met by copad wanned or daplacaied in whbel on m e Doe b0 clooress oghi,. s Usard jpass comeid sy by sapporumd T e olowd andbd o hapurra
Fulimarial v e Nuse dlrmisd it ey sajepersard osrnend dour s sadenglly dia e el ety coferonor. Conpae Loy trurir Sa OGN L oriie s shis sl e s of e B adespenen coits srsith te . ingear £



About The Author

xvii

¢ Instructor’s Manual: Contains lecture notes summarizing the chapter sections, figures
and boxed elements found in every chapter, teacher tips, classroom activities, and
quick quizzes in Microsoft Word files.

¢ PowerPoint Presentations: A multimedia lecture presentation system provides slides
for each chapter, based on chapter objectives.

» Figure Files: lllustrations for every figure in the text in electronic form.
® Solutions to Exercises: Includes solutions for end-of-chapter exercises.

* Test Bank and Test Engine: Test banks include questions for every chapter, featuring
objective-based and critical thinking question types, page number references, and fig-
ure references when appropriate. Cengage Learning Testing powered by Cognero is a
flexible, online system that allows you to:

e author, edit, and manage test bank content from multiple Cengage Learning solutions.
¢ create mulople test versions in an instant.

e deliver tests from your LMS, vour classroom, or wherever you want.

ABOUT THE AUTHOR

With the 12th edition, Scott Tilley becomes the sole author of Systems Analysis and
Design in the Shelly Cashman Series. Dr. Tilley is an emeritus professor at the Florida
Institute of Technology, president and founder of the Center for Technology & Society,
president and co-founder of Big Data Florida, president of the Space Coast chapter of
the International Council of Systems Engineering (INCOSE), and a Space Coast Writers’
Guild Fellow. In addition to this book, he is the author or editor of numerous other pub-
lications, including Software Testing in the Cloud: Migration & Execution (Springer,
2012), Testing iOS Apps with Hadoop Unit: Rapid Distributed GUI Testing (Morgan
& Claypool, 2014), The Vicious Swans (And Other Tall Tales) (Precious Publishing,
2017), Dreams (Anthology Alliance, 2018), and Technical Justice (CTS Press, 2019). He
wrote the weekly “Technology Today™ column for Florida Today (Gannett) from 2010
to 2018. He holds a Ph.D. in computer science from the University of Victoria.
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PHASE

SYSTEMS PLANNING

DELIVERABLE
Preliminary investigation report

Systems planning is the first of five phases in the systems development life cycle. It's always a
good idea to know whether a project fits the company's overall strategy.A systems project that
does not align with corporate strategies should not be approved. The role of an information
system is to support business goals.

Chapter | focuses on an introduction to systems analysis and design by describing the role

of information technology in today’s dynamic business environment. This includes information
systems, Internet business strategies, modeling business operations, business information
systems, organizational information models, systems development, the information technology
department, and the role of the systems analyst.

Chapter 2 focuses on analyzing the business case, explains how systems projects get started, and
describes how to evaluate a project proposal to determine its feasibility. This includes strategic
planning and strategic planning tools, the business case, systems requests, factors affecting
systems projects, processing systems requests, assessing request feasibility, setting priorities, and
the preliminary investigation.

Chapter 3 focuses on managing systems projects. This includes an overview of project
management, creating a work breakdown structure, task patterns, the critical path, project
monitoring and control, reporting, project management software, risk management, and
managing for success.
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Chapter | is the first of three chapters in the sys- The chapter includes three “Case in Point” dis-
tems planning phase. This chapter explains the role of cussion questions to help contextualize the concepts
information technology in today's dynamic business described in the text. The “Question of Ethics” invites
environment. This chapter describes the development examination of the ACM’s code of ethics and those of a
of information systems, systems analysis and design con- developing systems analyst.

cepts, and various systems development methods. This
chapter also summarizes the role of the information
technology department and its people in the enterprise.

LEARNING OBJECTIVES CONTENTS
When you finish this chapter, you should be able to: 1.1 Information Technology

1.2 Information Systems

1. Describe the i f information technol
FIOE t0E JNPACE O MI0CMELOR (ecanoiosy Case in Point 1.1: Data Breaches

on society : : v
. , ; 1.3 Internet Business Strategies
2. Describe the five main components of an Ed Modiding Business Operstions
uiformation system 1.5 Business Information Systems
3. Explain Internet business strategies and Case in Point 1.2: Autonomous Vehicles
relationships, including B2C and B2B 1.6 Organizational Information Models
4. Explain how to use business profiles and models 1.7 Systems Development
5. Understand the seven types of information 1.8 The l’_‘fﬂm}a“”“ Technology Department ‘
systems used in business Case in Point 1.3: Global Hotels and Momma'’s
: : . Motels
6. Describe the types of information the four 19 The Systems Analyst
classes of users need A Onestion of Ethics
7. Distinguish among structured analysis, object- 1.10 Summary
oriented analysis, and agile systems development Key Terms
methods Exercises

8. List the tools that enable the systems analyst
to develop, manage, and maintain large-scale
information systems

9. Explain the seven main functions of the
information technology department

10. Describe the roles and responsibilities of a
systems analyst within the enterprise

Cogryoagte X090 Urmpager | corssng AN Eighes Bewrruod Moy s be copend o] of duplc el @ abode or o par Dise o clevimms: npiss. e ol poary cesios e by apperoed bos e ook salbo o Taghens i
Fatornad frs e B duaverd il oy sbpperemid oo doas en mvsimalis Mo du sl bamep g Uiy Loarsmg mowrrs da gl o rrwer s abiie shl oomhod 8l bt 0 sshegin il mpine mesan b e



Phase |

I.1 Information Technology

Systems Planning

1.1 INFORMATION TECHNOLOGY

Information technology (IT) refers to the combination
of hardware, software, and services that people use to
manage, communicate, and share information. Compa-
nies use information as a way to increase productivity,
deliver quality products and services, maintain customer
loyalty, and make sound decisions. In a global economy
with intense competition, information technology can
mean the difference berween success and failure.

More than ever, business success depends on infor-
mation technology. I'T is driving a new digital economy,
where advances in hardware, softrware, and connectivity
can provide enormous benefits to businesses and indi-
viduals. Although economic trends affect IT spending
levels, most companies give I'T budgets a high priority, in
good times or bad. The reason is simple: during periods

of growth, companies cannot afford to lag behind the FIGURE 1-1 These headiines lustrate the enormous
IT curve. Conversely, when the economy slows down, impact of information technology on our lives.

firms often use I'T to reduce operating costs and improve
efficiency.

Information technology also has profound influence on modern life. Although
fictitious, the headlines in Figure 1-1 offer dramatic examples of how information
technology issues such as data privacy, mobile devices, and social media affects our
society. We live in a world where we can be traced, analyzed, and surveilled without
our knowledge. This raises many important questions, such as how to secure personal
data while still providing useful functionality and business value.

The following sections provide a sense of IT history, an overview of systems
analysis and design, and a description of the systems analyst’s role.

I.1.1 The Changing Nature of Information Technology

The history of IT is a fascinating study of human progress and achievement. We are
dazzled by the latest and greatest technology, just as our parents and grandparents
were astonished by the arrival of television, space flight, and personal computing.
It is important for IT professionals, who live and work in this exciting world, ro
realize that each technology advance is part of a long-term process that often brings
dramatic change but never really ends. The story of IBM is a good example.

As its name suggests, International Business Machines was a major supplier of office
equipment and typewriters long before the modern computer era. Herman Hollerith,
who invented a card that identified characters by the location of punched holes,
founded IBM’s predecessor company in 1896. A deck of hundreds or even thousands of
these cards could store data that was easily sorted, queried, and printed by machines.
This system sounds archaic now, but punch card technology was a huge advance that
revolutionized the business world and was in use into the 1960s and beyond.

Today, IBM is a globe-spanning company with several hundred thousand employees.
It has succeeded in part by constantly adapting to its changing business environment.
For example, while it was once known primarily as a hardware company, today IBM
makes a significant part of its revenue from software and services. It also invests in
its people and tries to hire the best talent available. The result is that IBM has more
patents and more Noble Prize winners than any other IT company in history.
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1.2 Information Systems

MONSTER

Find Jobs » Career

a Filter «

1.1.2 Systems Analysis and Design

Systems analysis and design is a step-by-step process for developing high-quality
information systems. An information system combines technology, people, and data
to provide support for business functions such as order processing, inventory control,
human resources, accounting, and many more. Some information systems handle
routine day-to-day tasks, while others can help managers make better decisions, spot
marketplace trends, and reveal patterns that might be hidden in stored dara.

Talented people, including a mix of managers, users, network administrators, web
designers, programmers, and systems analysts, typically develop information systems.
Capable IT professionals like these are always in demand, even in a slow economy.
For example, notice how many positions related to information technology and infor-
mation systems are available in the Melbourne, Florida area, as shown on Monster.
com’s job search website in Figure 1-2.

Q, information technology & ‘ I Q Melbourne, FL -

Resources Post a Resume Company Profiles

Recent searches information technology & information systems Jobs in Melbourne, Florida (1081 Jobs Found)

FIGURE 1-2 Monster.com is an example of an online job search website that IT professionals can use.
Source: “oniercom

1.1.3 What Does a Systems Analyst Do?

A systems analyst is a valued member of the IT department team who helps plan,
develop, and maintain information systems. Analysts must be excellent communica-
tors with strong analytical and critical thinking skills. Because systems analysts trans-
form business requirements into IT projects, they must be business-savvy as well as
technically competent and be equally comfortable with managers and programmers,
who sometimes have different points of view.

Most companies assign systems analysts to the IT department, but analysts can
also report to a specific user area such as marketing, sales, or accounting. As a mem-
ber of a functional team, an analyst is better able to understand the needs of that
group and how IT supports the department’s mission. Smaller companies often use
consultants to perform systems analysis work on an as-needed basis.

On any given day, an analyst might be asked to document business processes, test
hardware and software packages, design input screens, train users, and plan e-commerce
websites, A systems analyst may occasionally manage IT projects, including tasks,
resources, schedules, and costs. To keep managers and users informed, the analyst con-
ducts meetings, delivers presentations, and writes memos, reports, and documentarion.

Section 1.9 lists typical skills and education requirements, certifications, career
opportunities, and the possible impact of future IT trends for systems analysts,

1.2 INFORMATION SYSTEMS

A system is a set of related components that produces specific results. For exam-
ple, specialized systems route Internet traffic, manufacture microchips, and control
complex entities like the Hubble telescope, which took the amazing image shown in
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Figure 1-3. A mission-critical system is one that is vital to a
company’s operations. An order processing system, for exam-
ple, is mission-critical because the company cannot do business
without it.

Every system requires input data. For example, a computer
receives data when a key is pressed or when a menu command
is selected. In an information system, data consists of basic
facts that are the system’s raw material. Information is data
that has been transformed into output that is valuable to users.

An information system has five key components, as shown
in Figure 1-4: hardware, software, data, processes, and people.

1.2.1 Hardware

Hardware consists of everything in the physical layer of the

information system. For example, hardware can include

servers, workstations, networks, telecommunications FIGURE 1-3 Consider the amazing technology
equipment, fiber-optic cables, mobile devices, scanners, digital  that enabled the Hubble telescope to capture this
capture devices, and other technology-based infrastructure. 'IT:E T

A large concentration of networked computers working
together is called a data center. As new technologies emerge,
manufacturers race to market the innovations and reap the rewards.

Hardware purchasers roday face a wide array of technology choices and
decisions. In 1965, Gordon Moore, a cofounder of Intel, predicted that the
number of transistors on an integrated circuit chip would double about
every 24 months. His concept, called Moore’s law, has remained valid for
over 50 years. Fortunately, as hardware became more powerful, it also
became much less expensive. Large businesses with thousands or millions
of sales transactions require company-wide information systems and pow-
erful servers, which are often now in the cloud, such as those shown n
Figure 1-5.

1.2.2 Software
Software refers to the programs that control the hardware and produce the ~ FIGURE 1-4 An information
desired information or results, Software consists of system software and system needs these components.

application software,

Svstem software manages the hardware components, which can include
a single computer or a global network with many thousands of clients. Either the
hardware manufacturer supplies the system software or a company purchases it
from a vendor. Examples of system software include the operating system, security
software thar protects the computer from intrusion, device drivers that communicate
with hardware such as printers, and utility programs that handle specific tasks such
as data backup and disk management. System software also controls the tlow of data,
provides data security, and manages network operations. In today’s interconnected
business world, network software is vitally important.

Application software consists of programs that support day-to-day business
functions and provide users with the information they need. Examples of company-wide
applications, called enterprise applications, include order processing systems, payroll
systems, and company communications networks. On a smaller scale, individual users
can boost productivity with tools such as spreadsheets, presentation software, and
database management systems.
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FIGURE |-5 Cloud computing provides the enormous storage and speed that modern [T systems need.

Application software includes horizontal and vertical systems. A horizontal system
is a system, such as an inventory or payroll application, that can be adapted for use in
many different types of companies. A vertical system is designed to meet the unique
requirements of a specific business or industry, such as an online retailer, a medical
practice, or an auto dealership.

Most companies use a mix of software that is acquired at various times. When
planning an information system, a company must consider how a new system
will interface with older systems, which are called legacy systems. For example, a
new human resources system might need to exchange data with a legacy payroll
application.

1.2.3 Data

Data is the raw material that an information system transforms into useful informa-
tion, For example, an information system using a relational database can store data
in various locations, called tables. By linking the tables, the system can display the
specific information thart the user needs—no more and no less. Figure 1-6 shows a
payroll system that stores data in four separate tables. Notice that the linked rables
work together to supply 19 different data items. A user can display any or all dara
items and filter the dara to fit defined limits. In this example, the user requested a list
of employees who live in a certain city and worked more than 40 hours in the last
pay period. Jane Doe’s name was the first to display.

I'he growth of big data has given rise to new ways of storing, searching,
and managing data. Traditional relational models are still used, but so-called
NoSQL databases are gaining in popularity due to their ability to scale to extremely
large and unstructured datasets.
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FIGURE |-6 In a typical payroll system using a relational model, data is stored in separate tables that are linked 1o
form an overall database.

1.2.4 Processes

Processes describe the tasks and business functions that users, managers, and IT staff
members perform to achieve specific results. Processes are the building blocks of an
information system because they represent actual day-to-day business operations. To
build a successful information system, analysts must understand business processes
and document them carefully,

1.2.5 People

People who have an interest in an information system are called stakeholders. Stake-
holders include the management group responsible for the system, the users (some-
times called end users) inside and outside the company who will interact with the
system, and IT staff members, such as systems analysts, programmers, and network
administrators, who develop and support the system.

Each stakeholder group has a vital interest in the information system, but
most experienced IT professionals agree that the success or failure of a system
usually depends on whether it meets the needs of its users. For that reason, it is
essential to understand user requirements and expectations throughout the devel-
opment process.
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CASE IN POINT 1.1: DArA BREACHES

A data breach occurs when a hacker gains illegal access to a system and steals personal data,
such as credit card numbers or home addresses. With more of our information stored in

the cloud, data breaches are becoming increasingly common. Research recent news articles
about large-scale data breaches, summarize why they occurred, and suggest how they might be
prevented in the future.

1.3 INTERNET BUSINESS STRATEGIES

To design successful systems, systems analysts must understand a company’s business
operations. Each situation is different. For example, a retail store, a medical practice,
and a hotel chain all have unique information systems requirements. As the business
world changes, systems analysts can expect to work in new kinds of companies that
will require innovative IT solutions.

Business today is being shaped by three major trends: rapidly increasing globalization,
technology integration for seamless information access across a wide variety of devices
such as laptops and smartphones, and the rapid growth of cloud-based computing and
software services. These trends are being driven by the immense power of the Internet.

1.3.1 The Internet Model

Internet-based commerce is called e-commerce (electronic commerce). Internet-based
systems involve various hardware and software designs, but a typical model is a series of
web pages that provides a user interface, which communicates with darabase manage-
ment software and a web-based data server. On mobile devices, the user interacts with
the system with an app, burt the same back-end services are accessed. As Internet-based
commerce continues to grow, career opportunities will expand significantly for IT pro-
fessionals such as web designers, database developers, and systems analysts.

1.3.2 B2C (Business-to-Consumer)

Using the Internet, consumers can go online to purchase an enormous variety of prod-
ucts and services. This new shopping environment allows customers to do research,
compare prices and features, check availability, arrange delivery, and choose payment
methods in a single convenient session. Many companies, such as airlines, offer incen-
tives for online transactions because web-based processing costs are lower than tradi-
tional methods. By making flight information available online to last-minute travelers,
some airlines also offer special discounts on seats that might otherwise go unfilled.

B2C (business-to-consumer) is changing traditional business models and creating
new ones. For example, a common business model is a retail store that sells a product
to a customer. To carry out that same transaction on the Internet, the company must
develop an online store and deal with a totally different set of marketing, advertising,
and profitability issues.

Some companies have found new ways to use established business models. For
example, Airbnb and VRBO have transformed the traditional hospitality service
industry into a popular and successful way for individuals to rent their properties.
Other retailers seck to enhance the online shopping experience by offering gift advi-
sors, buying guides, how-to clinics, and similar features. In the e-commerce bartles,
the real winners are online consumers, who have more information, better choices,
and the convenience of shopping at home.
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1.3.3 B2B (Business-to-Business)

Although the business-to-consumer (B2C) sector is more familiar to retail customers,
the volume of B2B (business-to-business) transactions is many times greater. Industry
observers predict that B2B sales will increase sharply as more firms seek to improve
efficiency and reduce costs.

Initially, electronic commerce between two companies used a data sharing arrange-
ment called ¢lectronic data interchange (EDI). EDI enabled computer-to-computer
data transfer, usually over private telecommunications lines. Firms used EDI to
plan production, adjust inventory levels, or stock up on raw materials using data
from another company’s information system. As B2B volume soared, company-to-
company transactions migrated to the Internet, which offered standard protocols,
universal availability, and low communication costs. The main advantage of the web
is that it offers scamless communication between different hardware and software
environments, anywhere and anytime.

Because it allows companies to reach the global marketplace, B2B is especially
important to smaller suppliers and customers who need instant information about
prices and availability. In an approach that resembles an open marketplace, some B2B
sites invite buyers, sellers, distributors, and manufacturers to offer products, submit
specifications, and transact business.

Most large firms and government agencies use supply chain management (SCM)
software. A supply chain refers to all the companies who provide materials, services, and
functions needed to provide a product to a customer. For example, a Sherwin-Williams
customer who buys a gallon of paint is at the end of a chain that includes the raw marte-
rial sources, packaging suppliers, manufacturers, transporters, warehouses, and retail
stores. Because SCM is complex and dynamuc, specialized software helps businesses
manage inventory levels, costs, alternate suppliers, and much more.

|.4 MobeLinG Business OPERATIONS

Systems analysts use modeling to represent company operations and information needs.
Modeling produces a graphical representation of a concept or process that systems
developers can analyze, test, and modify. A systems analyst can describe and simplify an
information system by using a set of business, data, object, network, and process models.

A business profile is an overview of a company’s mission, functions, organization,
products, services, customers, suppliers, competitors, constraints, and future direction.
Although much of this information is readily available, a systems analyst usually
needs to do additional research and fact-finding to fill out missing or incomplete
information. A business profile is the starting point for the modeling process, and
a systems analyst can describe and simplify an information system by using a set of
business models and business process models.

A business model describes the information that a system must provide. Analysts
also create models to represent data, objects, networks, and other system components.
Although the models might appear to overlap, they actually work together to describe
the same environment from different points of view.

Business process modeling involves a business profile and a set of models that
document business operations. Model-based systems engineering (MBSE) is one of
the leading methods used by systems analysts to develop information systems.

A business process is a specific set of transactions, events, and results that can be
described and documented. A business process model (BPM) graphically displays one
or more business processes, such as handling an airline reservation, filling a product
order, or updating a customer account. The sales order example in Figure 1-7 shows a
simple model that includes an event, three processes, and a result.
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&=

FIGURE |-7 A simple business model might consist

of an event, three processes, and a result. FIGURE 1-8 This sample uses business process
modeling notation (BPMN) to represent the same
events, processes, and workflow shown in Figure |-7.
Sources Drigo oo

A rough sketch might be sufficient to document a simple business process. For
complex models, analysts can choose computer-based tools that use business process
modeling notation (BPMN). BPMN includes standard shapes and symbols to
represent events, processes, workflows, and more. Multipurpose application such as
Microsoft Visio or online diagramming tools such as draw.io can be used to create
BPMN models. Notice that the draw.io model in Figure 1-8 uses BPMN symbols to
represent the same sales order process shown in Figure 1-7.

H

/s 205 ¢ e 8§ 0

FIGURE 1-9 Lucidchart allows you to drag and drop various symbols and connect them to model a business process.
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