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PREFACE 
The Shelly C:ishman Series~ offers the finesr rexes in compurer education. \Ve are 

proud char our previous editions of Systems Anafysis and Design have been so well 
received by insrructors and srudenrs. Systems Analysis and Design, 12th edition 
continues with the innovation, qualiry, and reliabiliry you have come to expect. 

T he Shelly Cashman Series dcvelopmenr ream carefully reviewed our pedagogy and 
analyzed its effectiveness in reaching roday's srudenr. Conremporary srudents read les~ 
but need to retain more. As rhey develop and perform skills, students must know how co 
apply the skills ro different ~errings. Today's students need co be continually engaged and 
challenged to rerain whar they're learning. With chis book, we continue our commitment 
to focusing on the user and how the)' learn besr. 

Facing a challenging global markerplace, companies need strong IT resources ro 5ur· 
vive and compete effecrivcly. Many of today's students will become the systems analysts, 
managers, and lT professionals of tomorrow. This text will help prepare them for rho e 
roles. 

Overview 
Systems A nalysis and Design, 12th edition offers a practical, streamlined, and 

updated approach to information systems development. Systems analysis and design is a 
disciplined process for creating high-qualiry enterprise information systems. An informa­
tion system is an amalgam of people, data, and technology to provide support for busi­
ness furn .. 'tiom •. As technology evolves, so docs systems analysis. The book cmphasi.i:es 
the role of the systems ana lyst in a dynamic, business-related environment. A !.ystcms 
analyst ii. a valued team member who helps plan, develop, and maintain information 
systems. Analysrs must be exccllenr communicators with st rong analytical and crincal 
thinking skills. The y must also be business savvy, technically competent, and be cquall)' 
comfortable working with managers and programmers. Throughout the book, real­
world examples emphasize critical thinking and lT skills. 

I\1any two· and four-year colleges and schools use this book in information systems 
and computer science curriculums. The 12th edition includes expanded coverage of 
emerging technologies, such as agile methods, cloud computing, and mobile applica­
tions. Thi!> new marcrial complements the updated treatment of traditional approaches 
to systems analysis and design. 

Using chi~ book, ~tudents learn how to translate business requirements into informa· 
tion systems char support a company's strategic objectives. Case srudies and assignments 
teach analytical reasoning, critical thinking, and p roblem-solving skills. Numerous proj­
ects, assignments, and end-of-chapter exercises are provided, along with detailed instruc­
tor support material. 

Objectives of This Text 

Systems Analysis and Design, 12th edition is inrended for a three credit-hour introduc­
tory systems analysis and design course. This rexr is designed ro: 

• explain systems analysis and design using an appealing full-color format, numerous 
scrcenshors and illusrrarions, and an easy-to-read srylc that invites students ro learn. 

• introduce project managemenr concepts early in the systems development process. 

• challenge students with a Question of Ethics mini-case in each chaprer that a ks 
them to respond to real-life ethical issues in an IT environment. 
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• provide multi-method coverage, including a comparison of structured, object­
orientcd, and agile systems development merhods. 

• explain how IT supporcs business requirements in todays intensely competitive envi­
ronment, and 

• d~ribc major IT devclopmcntS and trends. 

New and Updated Feature s in This Edition 

Systems Analysis and Design, 12th editio11 offers these exciting new and updated 
features: 

• Reexamined strucrure and subject coverage to ensure studentS can identify and focus 
on the main content readily. Confirmed chat related content has been aligned under 
comprehensive section headings to maintain a clear flow of topic and reduce dis­
traction. 

• A renewed emphasis on aligning learning objectives with chapter content and assess­
ments. The learning objectives have been updated and carefully reworded so that 
instructors know what m focus 011, and studencs know what is expected of them. 
T he questions, discussion t<>pics, and projects have all been updated to better assess 
student mastery of the material. 

• Updated or replaced many Case in Point mini-cases ro ensure learners arc exposed to 
relevant and current examples of real-world business applicanons of key concepts. 

• Updated examples of CASE tools reflecting web-based and/or open source offerings. 
These cools are often free and are representative of modern systems analysis 
solutions. 

• Updated screenshots to Microsoft Office 2019 products and Visible Analyst 2016. 

Organization of This Text 

Systems Analysis and Design, 12th edition contains 12 chapters that reach valuable 
cross-functional skills. The chapters are organized into five phases: planning, analysis, 
design, implemenrarion, and support and security. A four-part S)•stems Analyst's Toolkit, 
now available as an online appendix, reflects the most recenc changes in today's syscems 
analysis tools and also includes invaluable resources. Cross-functional toolkits provide 
scudents with che basic skills soughc after by organizations hiring systems analysts. 

Phase I: Systems Planning 

• Chapter 1 - Introduction to Systems Analysis and Design: Chapter l provides an 
introduction ro systems analysis and design by describing the role of information 
teclmology i.n today's dynamic business environment. 

• Chapter 2 - Analyzing the Business Case: Chaprer 2 explains how syscems projects 
gee srartcd and how co evaluate a projecc propost1l co determine ics feasibility. 

• Chapter 3 - Managing Systems Projects: Chapter 3 describes how to use project 
management tools and techniques, and how to plan, schedule, monicor, and report 
on n· projects. 
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Phase 2: Systems Analysis 

• Chapter 4 - Requirements Engineering: Chapter 4 describes the requirements engi­
neering process: gathering facts about a systems project, preparing documentation, 
and creating models char will be used to design and develop the S)Stem. 

• Chapter 5 - Data and Process Modeling: Chapter 5 discusses data and process 
modeling techniques that analysis use to show how the system transforms data into 
w.eful information. 

• Chapter 6 - Object ModcUng: Chapter 6 discusses object modeling techniques rhar 
analysts use ro crc:irc a logic:il model. 

• Chapter 7 - Development Strategies: Chapter 7 considers various development strat­
egies for the new system and plans for the transition to the systems design phase. 

Phase 3: Systems Design 

Ph 

• Chapter 8- User Interface Design: Chapter 8 explains how to design an effective 
user interface :ind how m handle data security and control issues. 

• Chapter 9 - Oaca Design: Chapter 9 focuses on the data design skills that arc neces­
sary for a systems analyst to construct the physical model of the information system. 

• Chapter l 0 - System Architecture: Chapter I 0 describes system architecture, which 
translates the logical design of an information system into a physical blueprint. 

I 

• Chapter 11 - Managing Systems Implementation: Chapter 11 describes application 
development, documentation, testing, training, data con,·ersion, and system change­
over. 

Phoue 5 S !> St.. p - and Securit" 

• Chapter 12 - Managing Systems Support and Security: Chapter 12 describes systems 
support and sccunry casks char continue throughour the useful file of rhe system, 
includmg maintenance, sccuriry, backup and disaster recovery, performance mcasurc­
mcnr, and system renremenr. 

Online Appendix: The Systems Analyst's Toolkit 

• Toolkit Part A - Conuuwiication Tools: Part A of the toolkit discui.ses coinmunica­
tion tools that can help the analyst write clearly, speak effectively, and deliver power­
ful presentations. 

• Toolkit Part B - CASE Tools: Part B describes CASE tools that be can used co 
design, cnn~truct, and document an information system. 

• Toolkit Part C- Financial Analysis Tools: Part C demonstrates financial analysis 
tools that can used ro measure project feasibility, develop accurate cost-benefit esti­
mates, and make sound decisions. 

• Toolkit Part D - Internet Resource Tools: Part D describes Internet resource cools 
chat can be used co locate information, obtain reference material, and monitor IT 
trends and developments. 
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FEATURES 
CHAPTER LEARNINGTOOLSAND HOWTHEYWILL HELPYOU 

Case In Point: Each chapter includes th.rec brief cases thar provide a comextual business 
example for students focused on the key issues covered in the chapter. 
A Q uesrion of Ethics: A realistic ethical issue is presented at the end of each chapter. 
These examples force you to examine your reactions and how you would respond to 
common workplace situations. 
Chapter Exercises: The chapter exercises are direct!)• related to the learning objectives. 
Your answers to the 10 questions will show that you understand the key points. Five 
discussion topics and five projects offer opportunities to dig deeper and learn even more. 

MINDTAP FOR SYSTEMS ANALYSIS AND DESIGN 

MindTap for Systems Analysis and Design, 12th edition is a personalized, fully onl ine, 
digital learning platform of content, assignments, and services that engages students and 
encourages them to think critically whlle allowing instn1ctors to easily set their course 
through simple customization options. 

MindTap is designed to help students master the skills they need in today's work­
force. Research shows employers need c ritical thinkers, troubleshooters, and creative 
problem-solvers to stay relevant in our fast paced, technology-driven world. MindTap 
helps sn1denrs achieve this with assignments and activities that provide hands-on prac· 
rice and real-life relevance. They are guided through assignments rhar help them master 
basic knowledge and undersranding before moving on to more challenging problems. 

i\1indTap is designed around learning objectives and provides the analytics and 
reporting to easily see where the class stands in terms of progress, engagement, and 
completion rates. Students can access eBook content in the ~lindTap Reader, which 
offers highlighting, note-taking, search and audio, and mobile access. learn more at 
www.cengage.com/mindrap. 
Co11ceptClips: ConceptClip videos focus learners on a key concept in each chapter and 
arc designed ro deepen their understanding of the topic. 
Running Case: Based on feedback from readers and instructors, we've created a new 
running case to replace the SCR Case from previous editions. The case challenges learn­
ers to apply key systems analysis and design concepts and skills to a realistic scenario 
they would encounter in the workplace. The case brings the key concepts and skills of 
the chapter rogether in an authentic assignment. The look and feel of rhe case tool has 
also been updared ro be an authenric, immersive experience for students. 

INSTRUCTOR RESOURCES 

We are dedicated to providing you all the tools you need ro make your class a success. 
information on all supplementary inaterials can be found on the password-protected 
website at logi11.ce11gage.com. If you need help accessing this page, please contact your 
(engage representative. 
The Instructor Resources include the fo llowing: 

• Online Appendix: The Systems Analyst's Toolkit: A 4-parr online appendix reflects 
rhc mosr recent changes in today's systems analysis tool . 
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About The Author 

• Instructor's Manual: Contains lecture notes summarizing the chapter sections, figures 
and boxed elemenrs found in ever>' chapter, teacher tips, classroom activities, and 
quick quives in ,\ilicrosoft Word files. 

• PowerPoint Presentations: A multimedia lecture presentation system provides slides 
for each chapter, based on chapter objectives. 

• Figure Files: Illustrations for every figure in the text in electronic form. 

• Solutions to Exercises: Includes solutions for end-of-chapter exercises. 

• Test Bank and Test Engine: Test banks include questions for every chapter, featuring 
objective-based and critical thinking question types, page number references, and fig­
ure references when appropriate. Cengage Leanling Testing powered by Cognero is a 
flexible, online S)•Stem that allows you to: 

• author, edit, and manage test bank content from multiple Cengage Leaming solutions. 

• create multiple test versions in an insranr. 

• deliver rests £rom your LMS, your classroom, or wherever you want. 

ABOUT THE AUTHOR 
Willi the 12th edition, Scott Tilley becomes the sole author of Systems Analysis and 

Design in the Shelly Cashman Series. Dr. Tilley is an emeritus profcs~or at the Florida 
Institute of Technology, president and founder of the Center for Technology & Society, 
president and co-founder of Big Data Florida, president of the Space Coast chapter of 
the international Council of Systems Engineering (IN COSE), and a Space Coast \X'riters' 
Guild f ellow. In addirion to this book, he is the author or editor of numerous other pub­
lications, including Software Testing in the Cloud: Migration 6r Execution (5pnnger, 
2012), Testing iOS Apps with Hadoop Unit: Rapid Distributed GUI Testing ( ~1organ 
& Claypool, 2014), The Vicious SUJans (And Other Tall Tales) (Precious Publishing, 
2017), Dreams (Antholog) Alliance, 2018), and Technical justice (CTS Press, 2019). He 
wrote the weekly "Technology Today" column for Florida Today (Gannett) from 2010 
to 2018. l le holds a Ph.D. in computer science from the University of Victoria. 
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PHASE 

Systems planning is the first of five phases in the systems development life cycle. It's always a 
good idea to know whether a project fits the company's overall strategy.A systems project that 
does not align with corporate strategies should not be approved. The role of an information 
system is to support business goals. 

Chapter I focuses on an introduction to systems analysis and design by describing the role 
of information technology in today's dynamic business environment.This includes information 
systems, lntemet business strategies, modeling business operations, business information 
systems, organizational information models, systems development, the information technology 
department. and the role of the systems analyst. 

Chapter 2 focuses on analyzing the business case, explains how systems projects get started, and 
describes how to evaluate a project proposal to determine its feasibility.This includes strategic 
planning and strategic planning tools, the business case, systems requests, factors affecting 
systems projects, processing systems requests, assessing request feasibility, setting priorities, and 
the preliminary investigation. 

Chapter 3 focuses on managing systems projecu.This includes an overview of project 
management, creating a work breakdown structure, task patterns, the critical path, project 
monitoring and cont.rel, reporting, project management so~ware, risk management, and 
managing for success. 
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Chapter I Introduction to Systems Analysis and Design 

Chapter I is the first of three chapters in the sys­

tems planning phase. This chapter explains the role of 

information technology In today's dynamic business 

environment. This chapter describes the development 

of information systems. systems analysis and design con­

cepts. and various systems development methods. This 

chapter also summarizes the role of the information 

technology department and its people in the enterprise. 

LEARNl"IG OB ECT VES 
When yo11 fi11ish this d1apter, you should be able to: 

1. Describe rhe impact of informarion rechnology 
on soc1ery 

2. Describe che five main components of an 
informarion sysrem 

3. Explain lnrerner business srratcgies and 
relationships, including B2C and B2B 

4. Explain how rouse business profiles and models 

S. Undersrand rhe seven rypcs of information 
systems used in business 

6. Describe the types of inform:i rion Lhe four 
classes of users need 

7. Distinguish among struccured analysis, objece­
orienccd analysis, and agi le systems development 
methods 

8. Lise rhe tools chat enable rhc syseems analyse 
to develop, manage, and mainrain large-scale 
information systems 

9. Explain the seven main functions of rhe 
information technology department 

10. Describe the roles and responsibiliries of a 
systems analrst within the enterprise 

Introduction to 
Systems Analysis 
and Design 

The chapter includes three "Case in Point" dis­

cussion questions to help contextualize the concepts 

described in the text. The "Question of Ethics" invites 

examination of the ACM's code of ethics and those of a 

developing systems analyst. 

CONTENTS 
I . I Information Technolog) 
I .2 Information Systems 

Case in Point J. J: Data Breaches 
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I. I INFORMATION TECHNOLOGY 

Information technology (IT) refers to the combination 
of hardware, software, and services that people use to 
manage, communicate, and share information. Compa­
nies use information as a way to increase productivity, 
deliver quality products and services, maintain customer 
loyalty, and make sound decisions. In a global economy 
with intense competit ion, information technology can 
mean the difference berween success and failure. 

Social Media 
Explodes! 

l\1ore than ever, business success depends on infor­
mation technology. IT is driving a new digital economy, 
where advances in hardware, software, and connectivity 
can provide enormous benefits to businesses and indi­
viduals. Although economic trends affect IT spending 
levels, most companies give IT budgers a high priority, in 
good rimes or bad. The reason is simple: during periods 
of growth, companies cannot afford co lag behind the 

Fh c More Sillies Ban 
Driver Toting 

Another Home Run 
for Apple'! 

Digital Cure fo r 
Health Care Costs 

1Math: 1Pod + 
i Phone + 1 Pat! = 
SS$ ---· 

IT curve. Conver&ely, when the economy slows down, 
firms often use IT co reduce operating costs a nd improve 
efficiency. 

FIGURE 1- 1 These headlines Illustrate the enormous 
impact of information technology on our lives. 

lnforn1Jtion technology a lso has profound influence on modern li fe. Although 
fictitious, the headlines in Figure l -1 offer dramatic examples of how information 
technology issues such as data privacy, mobile devices, and social media affects our 
society. We live in a world where we can be traced , analyzed, and survei lled without 
our knowledge. This raises many important questions, such as how to secure personal 
dara while still providing useful functionality and business value. 

The following sections provide a sense of IT history, an overview of systems 
analysis and design, and a description of the syst ems analyst's role. 

1. 1. 1 The Changing Nature of Information Technology 

ll1e history of IT is a fascinating srudy of human progress and achievemenr. \Ve are 
dazzled by the latest and greatest technology, just as our parents and grandparents 
were astonished by the arrival of television, space flight, and personal compuring. 
It is imporrant for IT professionals, who live a nd work in this exciting world, to 
realize rh~1t each technology advance is part of a long-term process that often brings 
dramatic change hut never really ends. The story of IBM is a good example. 

As its name suggesrs, International Business l\1achines was a major supplier of office 
equipment a nd rypewriters long before the modern computer era. Herman Hollerith, 
who invented a card that identified characters by the location of punched holes, 
founded IBM's predecessor company in 1896. A deck of hundreds or even thousands of 
these cards cou ld store data that was easily sorted , queried, and printed by machines. 
This system sc)llnds archaic now, but punch card technology was a huge advance that 
revolutionized the business world and was in use into the 1960s and beyond. 

Today, IBM is a globe-spanning company with several hundred thousand employees. 
It has succeeded in part by constantly adapting to its changing business environment. 
For example, while it was once known primarily as a hardware company, today IBM 
makes a significant part of its revenue from software and services. It also inveMs in 
its people and tries to hire the best talent available. The result is that IBM has more 
parents and more Noble Prize winners than any other IT company in history. 
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4 1.2 Info rmation Systems 

1. 1.2 Systems Analysis and Design 

S)stcms analysi~ and design is a s tep-by-step process for developing high-quality 
information syscems. An information system combines technology, people, and darn 
to pro\•ide support for business funcrions such as order processing, invencory control, 
human resources, accounting, and man)' more. Some information systems handle 
routine day-to-day rasks, while ochers can help managers make bener decisions, spot 
marketplace trends, and reveal patterns that might be hidden in srored darn. 

Talented people, including a mix of managers, users, nerwork administrators, web 
designers, programmers, and systems analysts, typically develop information systems. 
Capable IT professiona ls like these are always in demand, even in a slow economy. 
For example, norice how many positions related to information technology and infor­
mation systems arc available in the Melbourne, Florida area, as shown on Monster. 
com's job search website in Figure 1-2. 

MONSTER [ Q. Information lecltnology & ~ FMelboume. FL ____ _. 

Find Jobs • Caree< Resource• • Post a Resume C<lmpany Profiles . ., ... Information technology & Information systems Jobs In Melbourne, Florida (1081 Jobs Found) 

FIGURE I ·2 Monscer.com is an example of an online job search website that IT professionals can use. 
Sourc.r. n I en 

1.1 .3 What Does a Systems Analyst Do? 

A ~yMems analy~t is a valued member of the IT department ream who helps plan, 
develop, and maintam information systems. Analysts must be excellent communica­
tors wirh strong analytical and critical thinking skills. Because S)'Stems analysts trans­
form business requirements into IT projects, they must be busmess-savvy as well as 
technically competent and be equally comfortable with managers and progranlmcrs, 
who sometimes have different points of view. 

:Vlost companies assign systems analysts to the IT department, but analysts can 
also report to a specific user area such as marketing, sales, or accounting. As a mem­
ber of a functional team, an analyst is better able to understand the needs of that 
group and how IT supports rhe department's mission. Smaller companies often use 
consultants to perform sysrems analysis work on an as-needed basis. 

On any given day, an analyst mighr be asked to docwuent business processes, rest 
hardware and software packages, design input screens, train users, and plan e-commerce 
websites. A systems analyst n1ay occasionally manage IT projects, including tasks, 
resources, schedules, and costs. To keep managers and users informed, the analyst con­
ducts meetings, delivers presentations, and writes memos, reports, and documentation. 

Section 1.9 lists typica l skills and education requirements, certifications, career 
opportunities, and the possible impacr. of future IT trends for systems analysts. 

1.2 INFORMATION SYSTEMS 

A system is a set of related components that produces specific results. For exam­
ple, specialized systems route lnternet traffic, manufacture microchips, and control 
complex entities like the Hubble telescope, which took the amazing image shown in 
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1.2 Information Systems 

Figure 1-3. A mission-critical ~stem is one that is vital to a 
company's operations. An order processing srsrem, for exam­
ple, is mission-critical because the company cannot do business 
without it. 

Every system requires input data. For example, a computer 
receives data when a key is pressed or when a menu command 
is selected. In an information system, data consisrs of basic 
facrs that are the system's raw material. lnfonnation is data 
that has been transformed into output that is valuable to users. 

An mformarion system has five key componenrs, as shown 
in Figure 1-4: hardware, software, dara, processes, and people. 

1.2.1 Hardware 

Hardware consists of everything in the physical layer of the 
information &ystem. For example, hardware can include 
servers, workstarions, networks, telecommunications 
equipment, fiber-optic cables, mobile devices, scanners, digital 
capture devices, and other technology-based infrastructure. 

FIGURE 1-l Consider the amazing technology 
that enabled the Hubble telescope to capture this 
Image. 

A l::irge concentration of networked computers working 
together is called a data center. As new technologies emerge, 

Sourcet Co..rt y of it,.. I "'-j,j 

manufacturers race to market the innovations and reap the rewards. 
Hardware purchasers today face a wide array of technology choices and 

decisions. In 1965, Gordon Moore, a cofounder of Intel, predicted that the 
number of rransisrors on an inregrared circuir chip would double abour 
every 24 months. His concept, called Moore's law, has remained valid for 
over 50 )'Cars. Fortunately, as hardware became more powerful, it abo 
became much less expensive. Large businesses with thousands or millions 
of sales rranc;actions require company-wide information systems and pow­
erful servers, which are often now in the cloud, such as those shown in 
Figure 1-5. 

1.2.2 Software 
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Soh\\arc refers to the programs rhar control the hardware and produce the FIGURE 1-4 An Information 
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desired information or resulrs. Somvare consists of S)'Stem sofrware and system needs these components. 

application software. 
System software manages the hardware components, which can include 

a single computer or a global network with many thousands of c(jents. Either the 
hardware manufacturer supplies the system software or a company purchases it 
from a vendor. Examples of sysrem software include the operating system, security 
software rhat protects the computer from intrusion, device drivers that communicate 
with hardware such as printers, and utility programs that handle specific tasks such 
as dara backup and disk management. System software also controls the flow of darn, 
provides darn security, and manages network operations. In today's inrerconnected 
busines!> world, network sofrware is virally importanr. 

Application software consists of programs that support day-to-day busines~ 
functions and provide users with the information they need. Example!> of company-wide 
applications, called l.'llterpri\e application~. include order proces!>ing !>y!>tems, payroll 
systems, and company conununications networks. On a smaller scale, individual users 
can boost productivity with tools such as spreadsheets, presentation software, and 
databa~e management systems. 
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FIG URE 1-S Cloud compudng provides the enormous storage and speed that modern IT systems need. 
( ry ~ I/I "°'- <Orr" 

Applic:nion software includes horizontal and vertical systems. A hori1ontal sy~ tem 
is a sysrem, such as an inventory or payroll application, that can be adapted for use in 
many differenr rypes of companies. A verrical system is designed to meer rhe unique 
requiremencs of a specific business or industry, such as an online rerailer, a medical 
practice, or an auto dealership. 
~lost companies use a mix of software that is acquired at various rimes. When 

planning an information system, a compan)' must consider how a new system 
will interface with older systems, which are called legacy systems. For example, a 
new human resources sysrem might n eed to exchange data with a legacy payroll 
application. 

1.2.3 Data 

Data is the raw material that an in.formation system transforms into useful informa­
tion. For exa mple, an information system using a relational database can store data 
in various locations, called rabies. By linking the tables, the system can display the 
specific information that the user needs-no more and no less. Figure 1-6 shows a 
payroll system that stores data in foLJr separate tables. Notice that the linked rabies 
work together to supply 19 different data items. A user c:.in display any or all darn 
items and filter the data ro fit defined limits. In this example, the user requested a list 
of employees who live in a certain city and worked more rhan 40 hours in the last 
pay period. Jane Doe's n:.ime was the first ro display. 

The growth of big data has given rise to new ways of scoring, sea rching, 
:ind managing data. Tradirional relational models are sri ll used, but so-called 
NoSQI databa~cs are gaining in popularity due to their ability ro scale to extremely 
large and unstrucrured datasets. 
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FIGURE I ·6 In a typial payroll system using a relational model, daa is st0ttd on separate ables that are hnked to 
fonn an overall daabase. 

1.2.4 Processes 
Processes de cribe the tasks and business functions that users, managers, and IT sraff 
members perform LO achieve specific results. Processes are the building blocks of an 
ioforn1ation system because they represent actual day·to-day business operations. To 
build a successful information system, analysts muse understand business processes 
and document them carefully. 

1.2.5 People 
People who have an interest in an information system are called stakeholders. Stake­
holders include che management group responsible for the system, the users (some­
times called end users) inside and outside the company who will interact with rhe 
system, and IT sea ff members, such as systems analysts, programmers, and network 
administrators, who develop and support the syscem. 

Each stakeholder group has a viral interest in the information system, bur 
most experienced IT professionals agree that chc success or failure of a system 
usually depends on whether it meets the needs of irs users. For that reason, it is 
essential to understand user requiremenrs and expectations rhroughout the devel­
opment process. 
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A data breach occurs when a hacker gains illegal access to a system and steals personal data. 
such as credit card numbers or home addresses. With more of our information stored in 
the cloud. data breaches are becoming increasingly common. Research recent news articles 
about large-scale data breaches. summarize why they occurred, and suggest how they might be 
prevented in the fuwre. 

I J INTERNET BUSINESS STRATEGIES 

To design successful systems, systems analysts must understand a company's business 
operations. Each situation is different. For example, a retail ~tore, a medical practice, 
and a hotel chain all have unique informarion systems requirements. As the business 
world changes, systems analysts can expect to work in new kinds of compan ies tha t 
will require innovative IT solutions. 

Business mday is being shaped by rhree major trends: rapidly increasing globalization, 
technology integration for seamless information access across ::i wide v::iriety of devices 
i.uch ::is laptop~ and smartphones, and the rapid growth of cloud-based computing and 
software services. These trends are being driven by the immen~c power of the Internet. 

1.3. 1 The Internet Model 

Internet-based commerce is called e-commerce (electronic commerce). Internet-based 
systems involve various hardware and software designs, but a typical model is a series of 
web pages rhat provides a user interface, which communicates with database manage­
ment sofnvare and a web-based data server. On mobile devices, the user mceracrs wich 
the system with an app, bur che same back-end services are accessed. As Internet-based 
commerce continues ro grow, career opportunities will expand sigmficanrly for IT pro­
fes!.1onals such as web designers, database developers, and systems analyses. 

1.3.2 B2C (Business-to-Consumer) 

Using che Internee, consumers can go online to purchase an enormous variety of prod­
uct) and services. This new shopping environment allow~ custome~ to do research, 
compare prices and features, check availability, arrange delivery, and choose payment 
methods in a single convenient session. Many companies, such as airlines, offer incen­
tives for on line cr::insactions because web-based processing cost~ are lower than tradi­
tional methods. By making Aight informa tion available online to lase-minute travelers, 
some airlines also offer special discounts on seats that might otherwise go unfilled. 

B2C (business-to-consumer) is changing traditional business models and creating 
new ones. For example, a common business model is a retail store that sells a product 
to a customer. To carry out that same transaction 0 11 the Internet, che company must 
develop an onl ine score and deal with a totally different set of marketing, advertising, 
and proficabilicy issues. 

Some companies have found ne'v ways to use established business models. For 
example, Airbnb and VRBO have transformed chc traditional hospitality service 
industry into a popular and successful way for individuals to rent chcir properties. 
Ocher retailers seek to enhance che oulinc shopping experience by offering gift advi­
sors, buying guides, how-co clinics, and similar fcarures. In the e-commerce battles, 
the real winners are on line consumers, who have more information, better choices, 
and chc convenience of shopping ac borne. 
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1.4 Modeling Business Operations 

1.3.3 B2B (Business-to-Business) 

Alrhough rhe bu~mess-ro-consumer (B2C) sector is more familiar to rerail cu~romer;, 
the volume of B2B (bu~iness-ro-busine~s) transactions is many rimes greater. Industry 
observers predict that 828 sales will increase sharply as more firms seek to improve 
efficiency and reduce costs. 

Initially, electronic commerce berween two companies used a darn sharing arrange­
ment called electronic data interchange (EDI). EDI enabled computer-to-computer 
dara transfer, usually over private telecommunications lines. Firms used EDI to 
plan production, adjust inventory levels, or stock up on raw materials usmg dara 
from another company's information system. As B2B volume soared, compan)'·to­
company transactions migrated to the Internet, wbich offered srandard protocols, 
universal ::wailability, and low communication costs. The main advantage of the web 
is that it offers seamless communication between different hardware and software 
environments, anywhere and anytime. 

Because ir allows companies ro reach the global marketplace, B2B is especially 
i1nporrant to smaller suppliers and cusromers who need instant information about 
prices and avai labi lity. In an approach that resembles an open marketplace, some 82B 
sites invite buyers, sellers, distributors, and manufacturers to offer products, submit 
specifications, and transact business. 

r..~osr large firms and government agencies use supply chain managemenc (SCM ) 
software. A supply chain refers to all the companies who provide materials, services, and 
functions needed m provide a product to a custon1er. For example, a Sherwin-Williams 
customer who buys a gallon of paint is at the end of a chain that includes the raw mate· 
rial sources, packaging suppliers, manufacturers, transporters, warehouses, and rerail 
srores. Because SCM is complex and dynamic, specialized software helps businesses 
manage invenrory levels, costs, alternate suppliers, and much more. 

1.4 MooFUNG Bus1~ess OPERATIONS 

Sysrems analysts U!.C modeling to represent company operations and informatton needs. 
Modeling produces a graphical rcpresenration of a concept or process that systems 
developers can analyze, cest, and modify. A S)'Stems analyst can describe and sunpltfy an 
information syscem by using a set of business, data, object, network, and process models. 

A business profile is an overview of a company's mission, functions, organizanon, 
products, services, customers, suppliers, competicors, constraints, and future direction. 
Although much of this informarion is readily available, a systems analyst usually 
needs co do additional research and fact-finding co fill our missing or incomplete 
infonnation. A business profile is the starting point for the modeling process, and 
a systems analyst can describe and simplify an infonnation syscem by using a set of 
business models and business process models. 

A business model describes the information that a system must provide. Analysts 
also create models to represent data, objects, oenvorks, and other system components. 
Although the models might appear to overlap, they actually work together to describe 
the same environment from different poincs of view. 

Business process modeling involves a business profile and a set of models that 
document business operation~. Model-based systems engineering (MBSE) is one of 
the leading methods used by systems analysts co develop informacion systems. 

A bu~ines\ process is a specific set of rransactions, events, and result<i that can be 
described and documented. A business process model (BPM) graphically displays one 
or more business processes, such as handling an airline reservation, filling a producr 
order, or updating a customer account. The sales order example in Figure 1-7 shows a 
simple model that includes an evenc, rbree processes, and a result. 
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FIGURE I· 7 A simple business model might c:onsist 
of an event, three processes, and a result. 

1.4 Modeling Business Operations 

Ched< Customer 
Status 

Verily Customer 
Credit 
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Order Data 

FIGURE I · 8 This sample uses business process 
modeling nocation (BPMN) to represent the same 
events, processes, and workllow shown In Figure 1-7. 
$ourcet Or.iwo -n 

A rough skecch might be sufficient to document a simple business process. For 
complex models, analyses can choose computer-based tools thac use bu~iness process 
modeling notation (BPMN). BPMN includes standard shapes and symbols to 
represenr evenrs, processes, workflows, and more . .Vlulcipurpose application such as 
Microsoft Visio or online diagramming tools such as draw.io can be used to create 
BPNIN models. Notice that tbe draw.io model in Figure 1-8 use:. BPMN symbols to 
represent the same sales order process shown in Figure 1-7. 
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FIGURE I ·9 Lucidchart allows you to drag and drop various symbols and connect them to model a business process. 
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